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(54) INTERNAL MEMORY TYPE TAMPER-RESISTANT PROCESSOR AND SECRECY 
PROTECTION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To realize an efficient 
internal data management able to prevent an 
unauthorized alteration under a multitask environment. 
SOLUTION: This processor is provided with a decryption 
means to decrypt a plurality of programs encrypted with 
a different encryption key, an internal memory 1 10 to 
store the decrypted programs in units of memory page 
respectively, a requested secrecy protection attribute 
retention part which configures a requested secrecy 
protection attribute requested for every memory page as 
an access target exclusively from other tasks to store 
when reading the program into other memory page of 
the internal memory and executing it as a task, a 
memory secrecy protection attribute retention part which 
stores a memory secrecy protection attribute for each memory page, a secrecy protection 
management part which configures the memory secrecy protection attribute onto the memory 
secrecy protection attribute retention part for the memory page as an access target when 
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executing the task, and a memory protection means to permit the access when the requested 
secrecy protection attribute stored in the requested secrecy protection attribute retention part 
and the memory secrecy protection attribute stored in the memory secrecy protection attribute 
retention part are compared and matched. 
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ttU -i^Lfca-g-tcSf^y^y^-^WT^-fe^Sr 
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003-280989 

4 

^7^)5^ R£flHSS:1h- ^t^!9i9f 5«t5#T^ 
;^yt°a-^ (PC) T*DVDS:S4t5/P^7A 

^^^7^ (Decss) sjsff&ixfcr. ^{4i<*a<b 

[0 0 0 6] rrT\ ^ftSS^ftT^S^-:/^^* 

olvT\ **3B?>1#&0>** (»S2 000-3589 
8 mm 2 0 0 0-1 3 5 0 1 0^ mm 2 0 0 0- 
3 3 3 6 3 5^ mm 2001-024480^-) (Cg 

[000 71.01 1 (4, ::ti*Ti;:ft^£ixT^S^/i/ 

(fetMPC) 1 1 0 2(4, 
>y<(D-r-f9 P^Pt^tl 1 0 3 3rrtj85U Kf 
^*^<7>±5ft2&iBltl 1 0 ^nir^f-^co 

^^y 1 1 o 8 4r#-rs 0 i 102^ 

1 1 1 2T\ ^fAS«l 1 0 1 £«E)c-f So 
[0 0 0 8] Sft©Sft5^o^7A^l 121- 
1 - 1 1 2 1 - n (4, Rf#ft L/c^n ^7^1123- 
1-1123-n^ tJvPJx+y M7— ^Sr^LT^ 

[0009] -o-^^iam^tifc^f^p^yA 

(4, h^rA 110 2c0 2^IHtt 1 1 0 7 \Z 

•usti, mnmcftu/^v 1 1 0 8±^«t^^tifc 

filftl 1 0 9fcK*a**L5 0 ^§|5^^y±Ti4 N 7 p p 
A(4, #8M*J> 1 1 08^^^Dynt^tl 1 

v^T, &mmmi 1 0 6-efr*fcix4o a-e-^n^^n 

^Att^yv'a^y i i o 4 fcttW4*tL5 0 ^ 

o^^at^ty^^^y iio 4— coBg^.3i 

So 

[0 0 10] -rj? vzfwty? 1 1 0 2<D\HUX*n, 
ftflHMBl 1 0 6^4oT7 P D^5Af4^T^DS^ 
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*l, OS 1 1 i otf-fr&i-%>£i&tetj:\/\ *fc, 

isa.**!) 1 1 0 4©Fty&(4, -v^^ n^ntyfl 1 

o 3»ft«ii:)e«>p>nfc*f^«:i!fe^-c^-ad»e)itt»K* 

[ooii] 3fi¥, *a@gg8ffi©fSi§K J: 9 , 

$<£>©©, ^*<D^y*ySrMtli: LfcW^w^a. 
lOO 121 Lj6»U t^V&foU**}) t LTW^ 

f : S(ife< *-cfc>os©i : aTl£fc5©T\ os(cJ;5 
[00 13] £6>K:, n^t^VW-O-^-i ? v-Ju-'zy 
[0 0 14] 

[»M*s»ftLJ;5i:1-5R«l l*J*M * y M©»* v 
9 * ^ ^3 £ -5 fc #> fc ii , 
I' &f£©#E£t£ (integrity) 

(2) os(c«t5»aswa^r*jifi5^^y oscfiMion 30 

(3) ^x^irosioiiff 

[0 0 15] fc-S^x^rtSM^y ©fc 

*©ia@^B"J©* 5 ;**y&ffr4»kfcs osi: 

XhZ> 0 OS yoy7A©$)5- g|5# 40 

[0 0 16] *fc, OS/5Sg^a«©-ai: LTfT5^ 

w©J:5**»Sr#BS^'<<^ SKI 5 

[0 0 17] ££>K\ ^^^ii^xAs-zKOM-fS 
»£\ OS^f-^^t^^, r©t#OSt^€!) 50 
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^^y^-^feic^w^^jgtt^w-f-ST 1 - 

^.^To ©ID ^iS^tl, OS^tfM©^^^(4 
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gM*yS©#^«MSt-£9SN&-C#5o t^L, OS 

t< * y ®©««««&-t©**'rt«M * y Sleigh lx 

tl#-e#4v^u ^WtT*#^v\ S5*^Jltt«? 

l&^i!fr©x-^©«S&(4{£tt£ft#5#, fato?—*^ 
©B#^x.{4K±T*#/iV^©T'fe?)„ 
[00 2 1] Lt« OSi|#fi£Wo#^g-;!>5 x ^ 

^ ^ ©g^ y rt^^riclgl Ufc £ o K g 

[0022] ^ * y ^-stoifeMft&SMrftMHttoff 

tc, os*-tns:iaw-e#*<*5*»fe-e*)S. 

[00 2 3] OSi^^^^iiff-r^fcfe©^ 

fi, *#T*#5't)©T-^itixff/j:f)/iV> 0 
[0024] ^rr% *®T*ttrtvf)©^lc@icbo 

o x /•?5/'7--v > rtlcJtt5S^7C«4©rt§i5^^-y 5r^rov 

mnmmrx, mft^-h'^&mft&xhzy*-?^ 
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(d) ^y-^-v^, s^^y^-v^^y© 

( e ) ?x?mnm^ %m**i?&T?±xM%i<D* 

■(f) 5*IB««i4^«Bfc»i|ft$nytS*|^«»« 20 

>^<£> T ^ ir * £ fff «r-r 6 / * y ^«^So 
[0027] rc^cfc Sftrtft^^eyffl^* P^D-ty 

IWftSftSOT, ;*^ytf>»*tHU ##tULfcRt^ 

[0028] sfc^^p^vASrSfaafe^jw^b-a: 

5* * * y £ tiT v ^ SftftMtt ir ft 

[0 0 2 9] rcOct 5 4flWfcfc«fctK I|7 P D^7A0 

ftilttSrf it 5 : t o t*«!!S«S:»« 40 
[0 0 3 0] 

X2^n±y^(D/<y^—^\C^uVyJ^^X^MX 
[0 0 3 1] *fc*W*B*tC*3V^T, ^o^5A<Z>8H6 50 
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«S£(4, H^o^p^^AH^P&^bStiTv^s^p 

[0 0 3 2] <^lHJ6^«l>iaitt. lH 

»WiK:W5rtlM * y ®<£>S* >7p ir yiK0*a& 
ff^E-CfcSo /nt^tlOOft ^P-tryfv^;/^ 
— v^lOlrtlC, ^nts/f37102t, ^t5/'>a 

(BIU) 107t, 7 P 7>f^^^i;t (SHKfttt 
¥3£P) 3 0 1 Srgtf^r— -k#^7 (ROM) 109 
ir, ftSM^-y 1 10S:tU r.jxbl4rt{fB^ 1 2 6 

[0 0 3 3] ^Pir s/fn7 1 0 2 14, HfT^^P ^ 
7Afflf 5!7-^V^U^^^ 1 1 4 
V^Z-U (STS : secure task switcher) 1 1 5 
i"5o !7-^y^l/^^ 1 1 4(4, MTR (memory t 
ype range) 1/^^4 0 1 £rat£\> MTR U-v 1 ^^ 4 
0 1(4, ^^^*T^"fe^#ft"C*>5rt(B^*y«I* 

*y^~:*) t»««»«:K*t"«a»if5 

*>&IB5^55#ftft«flMltt (RPA : requested pr 
otection attribute) iteflrfSo ? * 9 1 

1 1 7^-r^ Q 

[0 0 3 4] 7y — J*W=.T 1 0 9(C(4, 
V^AS, ^nir^f-l 0 0lcmii<Dm&^&&%h£tiX\<^ 
5 D ^r— i^^T 1 0 9(4, ^^v^*— t 

wa^s»ifiS3o i £^*, rt*M*y 1 1 

0<O#^*y^— ^O^^yfiHSftfllJitt (MPA:me 
mory protection attribute) £rW3"t'5 0 ^y^i 
^-v^ 3 0 1(4, fctM7r-Al?xTtft»$ 

[0 0 3 5] |*jSM * y 1 1 0 (4, < 2 OOffligcd 

^-fxyri i i tSExyri i 2T* 
^--if^yri i 1(^(4, osh^wtax 

®$E^yrii2(4, ^-f^^^t 3oi(o* 

**fPtf#6«*-e, P« * y SMSfiifllfltt (MPA:me 
mory protection attribute) :r— ^/W5 0 1 ^r^^frf" 
5 0 MPAf-^5 0 1 (4, JtV^—is^t^O 

3 o i (4, ^^^*s»frt5lwe«ll**fcj«;i:T, 

ttjfcta^y ^-^CIL, MPAr-7>5 0 1 \z 
t * y 8ttftMMtt<rR^«. 85E^yr 1 1 2(£(4 
OSia 5 Hkffrjsv $ i ^ftli * v \ 

[0 0 3 6] ^^y^a^^a— /H 0 3(4, 

y^i04i, f^*ty^i05^ ^^ey^ 
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tt&m^<07 9 ± *m rtSM^y l l 0(D^- 
fxyri 1 2<ZV<->Wg£:, ^ft,K#/SLTMPA 

^-^5 o i \c&ft£titcm%i%mm&t*m&& 

fc 0 t^Vftm^V^-^l 0 614, 7-^tr>a 
JStt (MP A) i, 3710 2<OMTR Ui?X9 4 0 1 

34»bW*Sixfc*^^JB*o«*aW{«II*ltt (RP 

A) £SrJfc«U rtlfe2oCOMtt^-i6cLfcttlC<7) 10 

[0 0 3 7] BIU107H, Pf-^ev^— (tg-^ffc; 

10 8^U ^MBir^AfflAf'-^SrrtF^fti- 
£ 0 ^ntyflOOli, B I U 1 0 7 ZftLXftUk 

2 214, Wf^^T^yi 

2 3£;Tf5o JSiatttS^y y^yZfl 2 2\±7yy 
v-^^ey 1 2 lfectVHDD 1 2 5 fc*jh^*tSjR£ 

[0 0 3 8] H2»; rtffl^^y-vy^Sr^o if 20 
rcyri 1 It, ^7^^^-yt(Dfefe(Oii!JE3 

yn 1 1 lc*5^jxfc^Scyp^9Att, 

*-v^ 3 0 1 -&^$sy T — tm&X 0 9fC*tL 

[0 0 3 9] £ 1 HJ£ff^Ti4, tfc^^^/ctf), 

[0 0 4 0] '7*9 z 7J*<D%ifr&frk9x9<D£.& 

03(4, ai^^D/PtytlOOCtS^o^ 

^77y^^!)121 (IHl) ^HDD 124 (8 
1) fclMfi£jh/Cl^5o 

[0 04 1] yn^9AA©R*a*«ttK:, OS^SU 
^T'n^^^^^^tlT^^ttfc^^^ ltf$, 3. 40 
^-ifn:yTl 1 lKK^&^ftTV^o OS(4^-if^ 

yr i i icot K^o, pa^ttSzsWJfcK:, 

[0 04 2] 7*97J*A\tglM&ZQ2k'7n97J* 
##3 0 3T*«/££;|x5 0 /D^7AAO|*ii*Cfc' 
fcot, OSI4^5£<D^>RfcJ:!K Mf-WbSixfc**© 
^p^^^ASrjgiatttS^y y*J*f-y-f\ 2 2©^y7 
r^^y 1 2 3{C^iitf 0 #C^OSf4, /^y7r« 
!)12 3^n^7A©7K^, F*3gM e y Hfctt 5 

yp^^ieer k^y, fci^^^iD 50 
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9 k) £Jg£bT, 9X9±&fi!$*mft1r?> 0 
[0 0 4 3] ***^W*#»fT*;ftSi:, ffl«Pf40 
S^b^7>f ^^-^ 3 0 1 1:»5„ -fU'^s 

-r*— ^3 0 1f4, fctx.tf7r-^!?3:7109t 

«^^fc*l: ^7 Atfo^o s i 9 fcMvM* 

^yoffixyri 1 2^3^x^r^ Ff^/Hl 

[0 0 4 4] y"y-f v> 3 0 1 (4, '^y7y 

^^ey 1 2 3^^o^7AACDE*»3 0 2£®# 
U 7r-A')x71 0 9fctMft*^fc^o-fe2yf-aW 
SI (*B*) ^ftot, Hf^a-;H0 8^U 
12*113 0 2 «r«#U ;^p^AH£&9(±!1-o ^<£> 
^n^^i^lt^, 9*9*~-*r—?}V\ 1 7(D9*9 I 
D k) KittS-r*:*^ h y 1 1 7-k 

1 2 3^^ey (D-fnVy^W^ 0 3£, Bff#^»— 

/H0 8^ltSfU l*?$M^y (D^uJfyMiW: 

[0 0 4 5] Sfefc, Six y 7 1 1 2<7)^y$fr£H£ 
SJStt (MP A) 0 1 (Hi) <D7u9yJ* 

%mmmcttfcir5^h ] j\c s 9*9 id (k) 

frb<DT9±X%$±'i-?>o MPAr^5 0 1©x 

^hyf4, ±51-* ^^y^-^rttc ct 

&*r}lz.2gft&JtiX\t*1t9 *9 l<D^>hV\c\^ 9*9 
ID=liS*tii*nT*3 0, ^EI^n^AA^K 

[0 0 4 6] ZtlT*9X99ffi0>m»#ftTl^ -*SJ 
frb7v?5J»A-i-ti:t>h9x9 k<Dmn&m%i£ti 

So 4*5, ^liWlti^'f^^-^tao 

1 f47r— J*$3lT 1 0 9^£oT5!^£ft5 4>cDi; L 

*x7fc<fc5lSS0>»£tt, 7 P 7>f^>^^3 0 
10?^^*tTW^^tt^f B l OSf4ffi<£>^* 

[0 0 4 7] * ^ y (^ggfe 

^ k WhU* ^ y 1 1 0 KiKS&y^ y «*Sr»Wt56 

«-T5 0 *T^^^k(40S{cy^yffl«SrS*t"So 
OSI4^^^klcttffl^r«4^*y««, fctxtfTK 

u^z^fei&SS^^eyWWSrWOSTSo ^^^k{4 
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S 0 ®%i%mmm*. ***kJiSTKu*««£r*BJ£ 
U W*»lcM««*ttK«^*r*fTi-5r. tic J: 

[0 0 4 8] &ib\ mfSs OSltilMDfiXf k<D**V 

Ki(£&CS^£i&ttSfc*\ **!)<gm*-~y bM 

mu (^mm K%&m®<D$fmi%mm&*WL7£Lx, 

Si, ^mt-fy^y^y^^—i/^ 3 o l ^frtS 0 

^7>f^*-3 0 1tt, MPAr- ^/U5 0 1 <Z)fg 

iST^ir^k^-fSo MPAf-^5 0 1^ 
fci£tfl2 4fc^fc<^S>5 0 PAMt-7> 
5 0 2I3\ t^^y^cmt^^^hy 5 0 1- 20 
1-5 0 1 -nSr^-TSo ^>Mili2o(7)7^^K 

tt, tf y h 0>ffi# l 0> i f i*> Sttfilff 0 £ 

OMMU (^H*) £fSo#^t£te, -fyj'^i/-?*— 

Sd<fca*S£Ll\> 30 

[0050] feii^^^tas^^gr^t^ 

■C*5: t^m^LTT^ir^i-So r<0#»ffi#<Dfg 
/Piryf3710 2[:fe^MTR (memory tap 
e range) 1/^ * 4 0 1 K <fc oTfcr ^t>tl5 0 

[0 0 5 1 ] H5tt\ 0 1 (Dfttt&Tjk 

-to 0 11*2 17— K^b*51/^^ 

T*fc<9, fl©!7-K40 1 aC#*g«^g7Ki/ 

K4 0 1 bfclNf X8r»*&*, £ <b 40 

y << -a- k 4 o 2 d&ttftai y h i srnje-r s Q 

S$8^f&ffl§Btt (RPA : requested protection attri 

bute) MRJtSfia. 5*8WB«»try McoSr»*ii 

So 

[0 0 5 2] fcS^-=ey T^-fe^^g||c^S^\ 
Hl£&S>W3, 0 1 dcfcST K^l 

9*S$ixSo 7^t^*7K^J)SMTRI/^? 50 
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[0 0 5 3] El6(i N ^^eU T^ir^(7)^IlR$r*i-^n 

**^£3ltrtS;fc*l£, 37102^f-^*t^> 
a 1 0 5 LS*Srat"l*, ^llfT* 
IDi:^^^tcJ:!9B*StL5S**B««S8try h (R 
PA) btiK TFuxtkMcmJliStiZ (S6 0 
l) o — SMfeflMjE^T^-fe^iftCtt, rtSM^ey i 

i o^- if^yr i i l^brtS^r^^tix^ 

1 0 5 (C^iiSttSo MPAr-7>5 0 

^->b y 'Kiaasixfc*^^ i D£**y8*fiyi 

(MP A) ri\ *f/S-fS^r^^^^7><^^^^ 

(s 6 0 2) o ^*yaw«fllfcryb 

(MP A) tl*g«ftlt^7 h (RPA) i: 

[0 0 54] ^^-y 7^t^37 1 0 2^^ai*$ 
il 5 (RPA) fi, fcS**^?>ji, 

rT^-fe^*f*^y^y {cRj&£ftT^5'<#* j ey(ft 

PA) T^^^^fcSrtffi^^eyWWwSKftft 

»JRt£ (MPA) fctt— ftLTV^Ittttf/jC&ftV^ 
[0 0 5 5] f:T\ 6 0 3T\ ^y«a 

ixfc^^y^S^S^^/ h (MPA) ^7102^ 
6ffl*SixfcK*aH!f»«lfy b (RPA) #Jfc«$jft, • 
S„ it«ie**5-gr-f 5^ (S 6 0 3nES) tt^ 

7^S6 0 4CI^ ^tt*^s/^^^##ii 

I Di5— grf-^a^ 5 ^SrWWf So S 6 0 3 iS60 
4©fl*r»*f4[lilbf, BH»t?*>oTt>J:v\ 

[0 0 5 6] ftftfilflltr^ bt?X? I DO»^-f 
Ucl^:^7y/S 6 0 5^ HfTti:5i: 

Sr*JWrf5 0 -fttt, OSKiSSHBfiiBI©H«-e % ^ 

y««^r^*^3ss*jk*nrv>5»^3is*>5a^"c*) 

So T^ir^tt^^^tlTV^tltf' (S 6 0 5T*YE 
S) , ttMt<D**])mm£T4r±Xi>W*!£tl. *x v 
6 0 6T»^*y»f^**fr*nS. T*i?*a*Rjh 
$tlTV^S»^tt (S6 0 6TNO) , ^ry^S6 0 

[00 5 7] — *\ ^T5/^S6 0 3t\ *^3>i/a.^ 

^ic*#a**tfc^*y»ft««ifcr!/ hMPAt, 37 

1 0 2^bm^^^S^^^S*{wJ;S^^t 0 ^ h 
RPAtW- (S 6 0 3TNO) , fcSV^ 
tt, 6 0 4 t^^^ I D^-S^fi, 

^7S/^S 6 0 7T^Pts/f37 1 0 2{C^fLTffi>« 




13 

[0 0 5 8] fctx.{l k&tt&W$.^T?±X 

tX.^^^ I D#-gcLT^Tfc, ^y{fc^v^*- 
0 6fir^irxiftSiflJ»f-r2)o ^7102 

a. ^ * y fcT ylMP A#8HS« 

[0 0 5 9] ^^i^ftWftfiiBIW^WW***:, * 
[0 0 6 0] **5, os^f^MT*. ^fiifliy* 

V %T?±X*t%j§&ia$, -tJlttMTR 1/^^ 4 0 
1 KJBSUfcflB«^T»*)5, ^oMPAr-7>5 0 1 

[0 0 6 1] (> ^ ^ k ©fcfttH D St &*Lfcrt8|i 
£\ =iT 1 0 2*^^e>tL4^^^ I Di:, 

[0 0 6 2] ft3o N 7* ?7A>fcmz&tt 
y J*m*&<ni%&J?fe tt**lT V > 4 ^ o it *S , ±3$ L fc 

cop— KfltK, #/S^5ig$<E>MP Ar- :7>5 0 1 K 
[0 0 6 3] jKEHsQg 

^ ^ y gMt^aiEfcfc n ftfrat** 9 k tf^fr^tiT^ 
y^i/v 5 ^^ l l 4(Dtf^ji, m 3 (ct^-T J: 5 =^40 

x^r* hr-^/H 1 6(D9*9 I D = k(7)oi^ h y {c 
-P#WfciI»£*U OSt#J»3js»$tt5. ^<D^>t 
hf-^/n l 6©rtSli^5^^w^yt 3 

^£JL5 wtttt?titeV\ raii< 371 0 

^40H, ?^^k^5*i-5S*{%g|JStt (R 
PA) *:ffij£1-<5fc» % ***kOl^**tit$8£ L 

[0 0 6 4] O S IZ £ Z> * * V (DMtfc 
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[«fti^MPAr-^5 0 lfcfitfliaiLK*** 
[0 0 6 5] 8Wft»*tt36s«fl|«lLlc:**iftx.e>fcr 

iiaot, osttr^^^y«wfiS:ii<o^^^icSij9 

[0 0 6 6] r<o^^y*»«ffit«t9, 8HSfo«» 

osicisaw^^^ysfwifa^ffisc-rso 

[0 0 6 7] 9^9(D^T 

9 ID^m&LX, ***l»7#'^&»frr5. 
*ITA^»tTl-«t9, ^^^-^3 0 1 

5 0 1 ©JtJsS-TS^v h y 4\ «flMiL<Z)|tK«#»*. 
So H*:, ^^^^yffl^Sr^^y^^t^ic^] 

[0 0 6 8] ^^yr^ir^cD fe£&&^gLl 

y r 9 ± * <D9m&-n Lxumxz 5 r t zmm-t 

[0 0 6 9] 9*9T« as, 3b57K^Ao <D^-=ey 

n *t?nia<Ojj<*yjftf^Sr43r*5 i:."f5o infflttlB 
ll^tfcotiv^, Op. -o P „ (omf&mM 

iBSt?9J(O^^^KJ;S^^y»fP*sjptoofc9, Op 
*>, ^ftt»fttl^5t)(0l^otl*5o 

[0 0 7 0] £ 1 HJfi^«i^*fet?tt, *lOfc:***T 

S^^ff-TSo ^ixtiO, ^^ey^-^Mo KM 
JSt5MPAf^^5 0 1 <D^-> h V tc, §}?g(%»tr 
5/ h "1" t^^^ I DSrR^t"So ^r^^, MTRU 
^^4 0 1(lMo (OT KU*£R£LT, Opi -O 

^^S#KJ:5^*y^^8*«BIJIttlB!fc M.T 

T 1/^ ?301 coiS^, O p 1 -Op„ (OSfptOH 

[00 7 1] W:, ^^ey^-^Mo fiHTKU'^fcj; 

[0 0 7 2] Lfc#ot> Opi -Op„ (7)T^ir^ 



(9) 
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[0 0 7 3] *>5^*y^-^t»««BI«tt*r 
p. -Op„ ©HflwUfc, l EWSftt Ld«ttftM 

tos^M^ey^-v ? ^^fi l o-cv>fci1-5 b* o 10 

p. -Op„ 0 l"Cjt^S 

ixfc(s»Jitt (rpa) **y^- 

(MP A) 0>*-8bJS£l^ 8Wf«»«^**4L"C* 
[0 0 7 4] ctoT, Op. -Op n (OT^ir^^io 

[0 0 7 5] Z<D&?^ mimmi&n<D~?4?*7v 
ott^tttt, osfcisaftfflW^yfliJfc (SfaRff® 

fc, ^^^^ctS^K^^y^-^T^ir^tW* 

[0 0 7 6] ro«t5**«ffata*«»^i^4:Ht, 

i N ^^yr^t^c, ^^-y^-^^tt^tifc^ 

[00 7 7] toH, MPAtRPAi5-SLfcS^ 

<ofr**y Tf-tx&vrsi-r&b^im&tts 

[0 0 7 8] <%2W^BWi>^iW^BWr^\^ foU 

^ * y (oa«6fii»jitt<oR^»4, ^^yr^ir^t^to 
i^titv^i^i (tm^^yriittMPA^ 

fc>t>S*4RB*H*RPA©<li3i s l) T^-=eytcT^ir^ 

[0079] ^y r^-ir*^, ^ y Sifc^s? 
JS^ffit^-efoSo fiiT. ^^eyr^-fe^^jR*^ so 
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[0 0 8 0] B7I4, )R90«ttftffJRttK£«:$tr^ 
^-y T^^^O^HM^T^-r^n— hT*fc£ 0 fc£ 

MTRU^^4 0 \<DT YVXtimii'Sc.bs *t* 

[0 0 8 1] S-f^-r-z^S 7 0 1T\ B*85?6iS»a 
tt (RPA) frWjft^3«ttftttify Yb?x? I D 
*ft7K^i:HI^7 1 0 2^6>ffl*$jx5o 

TV^6^iSi"6^^y^v ; <7)MPA»St: 0 ^ hi^* 

* i D^M^y^^e^^-zn o 6tfa#sns 0 

[0 0 8 2] ^T^^S 7 0 3tRPAtMPA(D^ 

:/S 7 0 I D<0— Sto*«££jh,, fcirttJKl 

*lSJglfti:IPI«K, S705, S706, S7 11t» 

[0 0 8 3] — ftLfcV^pJKH* (S 7 0 3-CNO) > * 
X y^S 7 0-7tCJt*. RPA(D»flS«fl|lfy h*Sltf 
fc5^§^^lit5 0 RPA^S«l^yh^lJi 
(S 7 0 7tYES) , ^f^/S 7 0 8t«{i 

ftm*ir'<x%)Mfc£1n5o *:<Mfc, ^r^S704 



[0 0 8 4] XfyT'SZOTfRP AC»1 t'y 
F^lT^^i:^ (1-&*5*>0 I*. W^t 

[0 0 8 5] ^2jw©Mi;±*), O SIC J: sit 

[00 8 6] **^To fc57K^A. <D**V 
v'Mo IC^LT, MoW^ffl^li^bOpi ~Op 

14^-CfcoTcfcV^ Op. ~Op.„ ©^Srfllll 

iiST'Sijro ^ ^.^ici^^^y *f^*5 jpfco op 

[0 0 8 7] »2SUS^«©*feTtt, ***To I4M 
TRl/-^^ 4 0 1 lC^*l>-<— v^Mo ©7 



(10) 
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^To tt^o^, Opi -Opn &no 0 

[0088] &-r7x2y7&&grtti»fHk£tix&*)s 

ot ^^ey^— ^<o«Hfi«aiJittl9!^ MTR^ 

?401 £>R^ O p i -Op„ COS^^HI* *SjE L 

#J»S;Jx5fc«>* fcS7Ku*^#flH£ft5^-^f4« 
fcfc£t>£o;Ktt^S>3 0 Ifc^oT, Opi -Op„ 10 

o K^LT, Opi -Op„ <^*#^ff^tifci:V>5 

[0 0 9 0] fcsy^y^-^c-tco^^^cos} 

<o# x?ic£<>xffl&&mm&*mj££tiz><Dti, o P 

5o 20 

[0091] ifc^ot, r^nos^-i^^y 

[0 0 9 2]f2M»i^[a?), 9*9<OW& 



L 7 



So 

[0 0 9 3] <»3l06»JB>J|i*J:a«2oSaS» 

LT, *x*<Dm«<D2i£&bOSizi:S**!)'gm& 
m±L, RB#fci, i:OS©iiffiasjtft$jx, ^ 

[0 0 9 4] »3HJfi?glfitt, {KffllE«««S:«Fort«fB 
o^n^yi^{ci3V^TPiaJHi*5^^y^-^i-9*^ 40 

[0 0 9 5] {Effi|B«««S:«fo^^7 l i."Ctt: % OS 14 
y (Offit^— $?SrffiK<zMEBl7 K [cm <9 

[0 0 9 6] ^^yr^t^cfcfcot, iiTF>^ 

n^iWfctt#«tt*1«fe4*+ y^a^*!) KR*a 50 
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A,-e:}S< ^ itfS^o r(D-^^y[j:TLB (transl 
ation lood-aside buffer) £Pffitl5o 
[0 0 9 7] ^-^f-^/KDT LB^i^Mft, 

^D-fey^/N- Ki>^T(cJ:oT*3r^^ixSt>^t, 

InteltttOPentium^fe 19 x ^#<7)^[)(C1(4M I P S|±(DR 
30 0 0^feS o %3MMJ&WiX<DTLB^<DWt%.&fy 

14, t'hbvm&Khmm^mxhZo - 

[0 0 9 8] H8H:, m3mffiMfe<D^4**7xi±y 

lHc:fctt5TLB*jS&*i- 0 M3mB&&Tt<D9Wk 
SMH*£>R5£Hu ft 1 £MH$tt& [W1C< ?x?\z£ZW 

[0099] *i\ ftgM y i i o co^-if a: y r 1 

1 1 (d, ^-^x-^Vw lll-l asRj£$tt5o * 

fc, MPAf-^5 0 1©xyh!l ®4#I) (C, 

[0 10 0] #C(C. #^tx^ 104 {4 P-TLB 
(104-1) iR-TLB (104-2) £r#U X 
^^t7^10.5{)Bi(C, P-TLB (105- 
1) tR — TLB (1 0 5 — 2) £#-tS 0 R-TLB 
[4T H>^^fcfe^)TLBtfo5o — *\ P-TL 
Bf4^*y|^«»Jitt&»ilft^Sfc(O^&0, R-T 

-TLBtP-TLB^)xy h y f4— *fJCBK#4 
8»a*P-TLBK:#Lra»WCtTtoli5. 



1 1. DV^XWIfck, I\ 



1 «^3&s P-TLB SrW*WK:|»fM-5 d 1 14-e* 4 
[0 10 1] »3 3IJ6»tllC*3V^TI4, 

Ki68W«RJ|itt«>R3e#^©*fTl*K:, «TH> 

^^R^sfT*^nsfc<ot-rSo fiarKu^ictt, 

^/T'^ttTV^St^i-tSo ^9>f^^*— 
^^3 0 l«lltt?:t^ii&MPAT-7>5 0 1 

(O^^hyttT, ^^ey^-v^Mo ©ftiTK^P 

o(r*fiC*t*S3ivhy^as?$nSo SiR^ttfcMPA 
3i>hy{if4, ^^^iDi, ^^ey^-^Mo 

tlSfifflT KU^(4^^^^«toTS*5»^&S 
^> *3^*W^I4^^^W<Z)«»^ j ey#^rSr#x.T 
v>4v>fcfe, SR^^eyKfilRJlMt^RftSix-cif^afiJl 

[0 10 2] 0 9*4, %2>%WfMV>-?<< 
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[0 10 3] ^7^S 8 0 1 Kfc^T, fcs^y-< 

hV&W&ZtlZo ^ry^S 8 0 2T\ fe#Lfc^>- 
h V ^^t-^>1 11-1 *^f- 

1 0 5CDR — TLBfCn — Kit, (RgTK^Vo 
«»6fti7K^Po ^^tt^ii^tTbix^o R- 

(OS) {cioTtr^tiSo io 

[0 10 4] p— \?&fTt>tlZ> k * ^fy^S8 0 3t 

eftWic, ^jfe©fti7K^p« {c*t-j£-r6MPA 

Mj^y-f^^^^t 3 0 1 (cJ;oT8r^ttl 

$tlS D ^Ty^S 8 0 4T\ MPAf-^5 0 1^ 

[0105] — gci-tlfi ( S 8 0 4 "CY E S ) N TLB 
P— KttJ*Sli"5o — Sfc Lfttttlli (S 8 0 4^NO) 

tlbo-kii*»u ^^ysso^xm^mm 20 

[0 10 6] TLBCOP-K^^f ^iSi-Sx 
-^t7Va(DP-TLB (105-1) tC, MPA 

S 0 £ £>K, R-TLB (105-2) Sr#J»LfcTK 
*jl£-f3P-TLB (10 5-1) C7)^>hy^# 

[0 1 0 7] %imMBWifc&\,^x\L w^eym 30 
KflM«S*t5^*y««jltt (mpa) 

+ss*{fc»Stt (rpa) cat, -tft-ensfcftStr 

(MPA) (RPA) <Z>Jt«tt, 

&mz?ftj:t>1?iZ>TLB<Du—Vi%k* !7— K*ittfctT 
7fefc>tt5^^y T^i?^B#t^ficLTfT^5o TLB 

MPAr-^5 0 1 t««fS*bfc(ftfl|JittR^I* 40 

[0 10 9] ^3H16^tl"CtS*Wlwl4, ^*^<7)Ji 
fir(7)m^^fcS*«IIttRPAt, 

fe 5 * y oftflMtt&fle&t-S * * y {£««ttM p a 

[0 110] »3lllS^*o««H:, «T0><fc5*ft» 
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[0 111] $>S*;*^lcov>T, «SUH4^KS*tt 
fc^^y^-i^Mo , Mi §\ -ttb-PixlEST KW-X 
Vo , V, CEfL, ^ (OiMO p . -Op„ £ 
Hte1"S*^4:#x.So Op. -Op„ (D&Stefoib 

So 

[0 112] {E»ettt««$:ffi*.tf, Op, 

~o P „ <Dmi^coi£M<Dmi^x^m/ :: ev^<-^M 

[01 13] ^3Hii^ffiTi4, * '* y s*{SSIJRtt^: 

«ihi-5rt^it), iJfcLfc^y^-^SBBg^g 
SrB&JtLTV^So fS3HJfi7BfcT?tt:, TLB©d-W 

[01 14] &*3±ffi©0>j-t*i4, (g^^E-y t'%\,^tim 
[0115] vmnma*. m 

t»TLBxy h y Sr#fiBLfc*S*«*ii*ixfc^-r y 

B^fCfi, P-TLB^77-7-> 3 .f5i t#S*LV\, 
[0 116] <JB4 3ij6JKtt>*l~»3*J6»»T? 

[0 117] ^4||JS^ffiT*(4, 



t 
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[01 is] m^mmmmc^^xh. m^mmtmi 

[0119] £1\ fxftffHUt^V ro**ffl«ctcT 

^•fe^-r^fc»WS5^»WSiiMTR 1/-^? 4 0 1 
(£<fc#£;f"l3o S£ l&itfH 2%Wfr% X°i$, MTR1/ 

AH^PKlC^KttfilffAtt (RPA) £ LT^/B^tiS, 
2 8 bit &.±.XhZ>Z 

[0 12 0] icDSS^jfitt, «M*y 

PAf-y^5 o ioMjc&-f 5^vM;^w$ix5 0 

LfctfoT, ®4HJE^Ii-Ci4, MPAf-^5 0 1 
©^MfclMftSixSOH:, «*0>#»U I 20 

[0121] -fnify KOu— KB#(C X y* u V y bffity 
(Dt^V&mmVk (MP A) #tS:5££;ft,5#3\ MP A 

[0 12 2] H 1 0(4, ^ 4 HJg^fficO-v-l' ^ n^nt 
[0 12 3] T^-ir^cOpISii, -TT-lclftBJ Lfc^ 1 ~ 
ft5g#$*iS^JStt (RPA) 30 

»*ft*nfc^*yiw!6«ej|jm4 (mpa) ©-ticto 

[0 12 4] "f-4t3*j, Xry7'S 9 0 1 T\ ^Tfrb 

i*&mo%m£^-fm&i%m \z v k ^^id, (gas 

s/^ 3 .^^^#tii^tvfc:7< ; eyiS«t; , 's' K I 

d, ffijgTKu^, SHBiWM&feii*. a7i>6o(HA 

£tl5 4Jl@c0 5*>> £*fftSfttfJRtt (RPA) iL 

tut, fxtm-ztfj&j&izirizizto, wsasfls* 40 

[0 12 5] XyyfS 9 0 3 T\ * * y t^Sl^e v 5 ^ — 
/HO 6(C*JV>T, =>T^5>(±l^$tufcR P A£>fiH£{fc 
ity hi, *-^>y->3.^^lcStji*n^:MPA(0S5 

3HJg^lii:R^ir x ^ x ?/ zf s 9 0 8 X-&&&&mfl- 

[0 1 2 6] ^T77S 9 0 3T\ P?#<Og}^{*SI t* y 
h#— gr-f *xy:/S 9 0 4, S 9 0 5 X\ 50 
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ffi% (RPAiMPA) (DiSMT b'\sXbm$5mk&, 

o 8 x-mm^mmmm^-t^o 

[0127] 8H6«sl©B-e«Hfi««bry K {gfflr k 

l"*, Sf^filfD-r^T^— @:Lfc4f){i (S 9 0 3~S 
9 0 5 X'f'^-X YES) , XT y-fS 9 0 6 (Cjit^ S 

Wk$m<D-mx$ X? i Das-ftt^a^a^jBrr 

[0 1 2 8] ^4HJg^ffiW-r-r^n7 p o-fes'-y-<D^ 

**4 0 1 tig}^iIX^K^LTT^-fe^i-5^*rf 
fl\ Diffy-Hellman W£k*<D£ < feie>4xfc»*W^(C 
[0 12 9] 01 0ffl7n-ft- hT'iftBJLfcfc 5 

L fctf o T , X £ to 5 * x 9 1t »#ft!iKl ft ^ * 

y**^n^-c-#5o 

[0130] 3? 4 Hft^ffi-efi, * * y 

»MPA, RPAf^lJfflLT^^yffliS©*^^^ 
[0131] 

T, OStcJ;5rtgM^y<oSiMi$*«^£W 
OS htxy homt^mk Loo, «^7°n 

[Eiairoffi*/«c^W] 

[m i ] *mw<om 1 nn^flg^#5rta5^ * y 
w< 7 s d ± y f- <D9am&M xhz>o 

[132] Hi Ol^^Vn-fe^f-fciottS^SP^^y 

[IH3] HiroB^^yDir-y-y-lcjaftS^^^M^ 

[El 4] EHOW^^T'n-feyiMctJJt.SMPAx— 
zf/wm&ffl Sr^-f El T? S> 5 o 

[El 5] El 1 roW^^7°D-fe2/f-tCjo(t-5MTRV^ 

7-?<Dffif$,m%7f:-i-mxhz>o 

[E16] El 1 ©W^ wVnt -yf-cO/^-y T^ir^^ 
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07] *»W^*23WS»«fc«»^*yT^-fe^# 

ms] ttm<om3Wimtofc#z>K9>'<'?*'*y 

[010] *^PJ(7)^4||^ffi(DW^>:^7 P nir^f- 

[0ii] /^r ^r^y ^--^3 y io 

{SSStit «r «&0 T* fe 5 o 
[«F*<0»W] 

l 0 0 rt^^^eyMffit^^ynir^if 
1 0 i ypt^t^y^ 

1 0 2 7 P nt>7f37 
103 3rir y^a^e^a— /I/ 

10 4 #^^r-t y^a. * 
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1, 10 5-1 P-TLB 
2 S 10 5-2 R-TLB 
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